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Windows Forensics Analysis Course 2 Day

Course Level:
The course is aimed at people who are responsible for digital forensic investigations or are wishing to
become digital forensic investigators, including: IT security professionals and law enforcement officers.

In-House Training :

e In-House Training or Public Training
e Daily Rate Charge.
e Maximum candidate in the class 12 or more please discuss with Digital Forensics Team directly.

Who should attended: IT Technicians ,IT Security

Course Location: Bangkok Business Center Building (Sukhumvit 63 or Soi Eakkamai )
Time: 09:00 AM to 16:00 PM

Course Cost: 15,000 Baht (Not include vat) Included Manual ,Coffee Break & Lunch

Course content:

Dayl: Windows Artefacts

e Section 1 —Windows Artefacts
o Windows Registry

USB Forensics

Prefetch Files

Link File Analysis

Jump Lists

Thumbcache

Volume Shadow Copies

Event Logs

Recycle Bin

NTFS Journaling

Internet History
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Day2: Windows Analysis

e Section 1 — Basic Concepts
o Types of Digital Evidence
o Dealing with Theft of Company Data
Section 2 — Case and Data Sources
o CASE AND DATA SOURCE
o PROCESSING & LAYOUT
o FILE SYSTEM VIEW

o OTHER VIEWS & RESULTS VIEW

Section 3 — Analyzing Data Sources
o KEYWORD SEARCH
o TIMELINE
o BOOKMARKS & TAGS
Section 4 — Reporting
o Reporting
o Exercise — Dealing with Theft of Company Data

Further Information

For further information and booking form, please contact Orion Investigations. Email: forensics@orionforensics.com
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